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CPNI PRECAUTIONS

6.

Limited keyed access to our building.

State of the art security system with 24 hours a day surveillance.

_ customer information resides in a locked area with access lirited to certain employees.

All data bases are password protected with a programming of random rotating password generation,
HBBLP sends out a CPNI statement to its customers every year by US Postal Service.

CSR’s and new CSR’s are educated about “pretexting” and how to educate our customers and how to

protect our customers from CPNI abuse.

7.

Micro shredding on everything paper.
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Customer Proprietary Network Information

[n 2007, the Federal Communications Commission (“‘Commission”) released a Report and Crdar
modifying its customer proprietary network information (“CPNI™) rules. CPNI is defined as “(A) information
that relates o the quantity, technica!l configuration, type, destinaticn, location, and amount of use of a
telecommunications sarvice subscribed fo by any customer. . ; and (B} information contained in the bills
pertaining to telephone exchange service or telephone toll service received by a customer . .. ° 1
includes the time, date, duration and destination number of each telephone call, the list of optional call-
related foalures to which a customer subscrines, and any other information that appears on he
consumer's telephone bill except name, address and telephone number.

These madified rules are now in effect.

One of the rule modifications requires telephone providers (“Providers™) to file with the
Cammission on or before March 1 of each year, beginning in 2008, a CPNI certification in which an
officer of the filing entity must certify that the entity's operating procedures ensure compliance with the
Commission’s CPN rules. The certification must be accompanied by a statement explaining how the
company’s procedures ensure compliance with the Commission’s CPNI rules.

On January 29, 2008, the FCC's Enforcement Bureau released a public notice providing &
suggested template and filing procedures for CPNI certifications. {The public notice is attached fro your
convenience.) In spite of the release of the public notice, use of the Bureau's suggested template 1w n
mandatory, and neither the Bureau nor the Commission has provided a recommended template o e
explanatory statement that must accompany the ceriifications. Therefore, filing entities are on their own {o
drafi statements sufficient ta demonstrate compliance with the Commission's CPNI rules.

CPNI obligations include:

o Basic CPNI Requirements: Providers must protect against unauthorized disciosure of
customers’ CPNI and may only use CPNI for providing or marketing the services from wikch
the information is derived, unless the provider cbtains consent from the customer. Before
obtaining consent from a customer, a provider must notify the customer of the customers
right to restrict use of, disclosure of, and access 1o that customer's CPNI.

» Internal Procedures: Providers must have internal procedures to clearly establish the status
of a customer's approval prior to the use of CPNI.

e Carrier Authentication Requiremenié': Providers are pronibited from releasing call detail
information to customers during customer-initiated telephone contact except when the
customer provides a password.

. Notice to Customers of Account Changes: "Telecommunications carrers must notify
customers immediately whenever a password, customer response to a backup means of
authentication for lost or stolen passwords, online account, or addraess of record is created or
changed. This notification is not required when the customer initates service, including the
selection of a password at service initiation.”

. Hotice of Unauthorized Disclosure of CPNI. Reports of CPNI breaches are 10 be made
electronically within 7 days to the US Secret Service and the FBI through a central repeiting
facility. That reporting facility may be accessed al https:/Awww, cpnirgporting.qov.  Providers
may not notify customers of a breach until after the 7 day period in which they are to notify
taw enforcement. Further, law enforcement may order the provider to delay disclosura fo
custorners for 30 days or longer at the discretion of the agency.




o Joint Venture and Independent Contractor Use of CPNI Providers must obiain opt-in
consent from @ customer before disclosing a customer's CPNI to a provider's joint venture
partners or independent contractors for the purposas of marketing communications-reiated
$BYVICES,

«  Annual CPNI Certification: Providers must file with the Commission an annual certification,
including an explanation of any actions taken against data brokers and a summary of all
cansumer complaints received in the previous year regarding the unauthorized release of
CPNL :

o Enforcement Proceedings: Providers are required fo take reasonable measures (o discover
and prolect against pretexting.

« Business Customer Exception: The FCC permits providers to bind themsetves
contractually to authentication frameworks that differ from the FCC's CPNI reguiaticns for
sarvices they provide to business customers that have a dedicated account representative.

» Call Records: The FCC doesn't define the terms "Call Records” or “Call Detail Records”
The specific term the FCC uses and defines is "Call Detail Information Call Detail
Information is defined as "any information that pertains to the transmission of specific
telephone calls inciuding, for outbound calls, the number called, and the time, location, or
duration of any cait and, for inbound calls, the number from which the call was placed, and
the time, location, or duration of any call."

«  Authentication: With respect 1o online access to CPNi, a provider must authenticate a
customer without the use of readily-available biographical information, ar account information,
prior to allowing the customer onling access to CPNI related o & telecommunications service
accourt. “Readily available biographicai information’ includes such things as the customer's
social security number, or the last four digits of that number, the customer's mother's maiden
name, & home address, or a date of birth.” "Account Information’ includes such things as
account numbar or any component thereof, the telephone number associated with the
account, or amount of fast bill.”

DISCLAIMER AND INDEMNIFICATION NOTICE: tUse of the information herein and reliance on it, in whole-or in part, are at the
sole nsk of the user. Under no circumstiances will Harris Broadband L.P. be liable for any loss or damage caused by reliance on
information obtained directly or indirectly. This information is made available AS 15 AND WITH ALL FAULTS, AND HARRIS
BROADBAND L P. DISCLAIMS ANY AND ALL WARRANTIES OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO WARRANTIES OF MERCHANTABILITY AMD FITMESS FOR A PARTICULAR PURPOSE, ACCURACY OR
COMPLETENESS OF ANY INFORMATION HEREIN, OR WHEN AND TO WHOM IT WILi. BE ACCESSIBLE. In no gvent will
Harris Broadband L.P. or any petsen or entity involved in ereating, producing or distributing this information or ils content be liable
for any direct, indirect, incidental, special or consequential damages arising out of he use of or inability to use it, even if Harrs
Broadband L.P. has been advised of the possibiity of such demages in advance. The entity relying upon or otherwise using the
information hersin is solely responsible for that use or reliance and agress 1o indermnify and hold Marris Broadband L.P. and its
officers, directors, employees, and agents harmless from and against any and all claims, liabilities, costs, damages, and expenses
{including but not limited to reasonable atlorneys’ fees) arising out of or in connection with such use or reliance.



